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3 sHBaps 2018 ropa cTano M3BecTHO 006 YS3BUMOCTSAX, 3aTparmsatowmx npowueccopsl Intel,
ARM64 n yactuyHo AMD. Kak coobwatot nccnenosartenu ns komanaol Google Project Zero,
Meltdown no3BONSiET NOBLICUTL NPUBUNETAN HA CUCTEME U U3 MPOCTPaHCTBA NO/b30BaTENS
npo4nTatb cogepxunmoe noboii obnacty namsaT, B TOM YUCNEe NaMsiTb SOpPa U 4yXXON NamMsTy
B cuctemax napasuprtyanusaumm (kpome pexumma HVM) 1 KoHTenHepHon n3onsaunn.
MpoakcnnyaTupoBaTtb yS3BUMOCTb MOXET Nt0OOM NONb3oBaTENb, Y KOTOPOro eCTb
BO3MO>XHOCTb BbIMONHUTb KOA Ha cucteme. lMpobnema 3atparvBaeT NpakTUYecky BCe BEPCUN
npoueccopos Intel, HaunHasa ¢ 1995 rona (nckntoyeHue coctasnatoT Intel ltanium u Intel Atom
no 2013 ropa), n ARM64 (Cortex-A15/A57/A72/A75). Kak n Meltdown, Spectre nossonset
MOBbLICUTb MPUBUAEMNN N NONYYNTb AaHHbIE NPUNOXEHNS, 3anyLWEHHOro ApYrum
nonb3oBartenemM. TeMm He MeHee, B oTnnyme oT Meltdown, npounTtatb NamaTb g4pa ¢ NOMOLbBIO
Spectre Henb3s. Bocnonb3oBatbcs yS3BMMOCTbIO MOXET NI0O0M, Y KOro €CTb BO3MOXHOCTb
BbINOMHWTbL KOA Ha cucteme. pobnema 3aTtparuaeT npoueccopsl Intel, AMD (Tonbko npwm
BkntoyeHHoM eBPF B sope) n ARM64 (Cortex-R7/R8,
Cortex-A8/A9/A15/A17/A57/A72/A73/A75). TMoppobHee: www.securitylab.ru

PaspaboTumku komnaHum Microsoft BbinyCTunm BHeoyepenHole 0OHOBNEHUS 6€30MacHOCTH,
ncnpasnsowme onacHole yassmmoctu Meltdown n Spectre.

Lns onepaumoHHbix cuctem Windows 7 n Windows Server 2008 R2 gocTtynHo obHoBneHne K
B4056897

Lns onepaumoHHbix cuctem Windows 8.1 n Windows Server 2012 R2 noctynHo obHoBNeHme
KB4056898



https://www.securitylab.ru/news/490640.php
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4056897
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4056897
https://www.catalog.update.microsoft.com/Search.aspx?q=kb4056898
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Lns onepaumoHHbix cuctem Windows 10 n Windows Server 2016 noctynHbl 06HoBneHusi: KB
4056888

(Bepcus 1511),

KB4056891

(sepcus 1703),

KB4056568

).
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